SOLUTION BRIEF

COMPLEMENTING SECURITY AWARENESS TRAINING WITH

HP SURE CLICK ENTERPRISE

SECURITY AWARENESS TRAINING – NECESSARY BUT INSUFFICIENT
Security Awareness Training is a necessary but insufficient cybersecurity defense. The vast majority of cyberattacks today use
social engineering to trick users into doing something that helps the attacker. The most common example is phishing users to
get them to reveal credentials or inadvertently install malware on their PCs.
To counter this threat, organizations employ Security Awareness Training (SAT). SAT takes many forms, but the general goal is
to educate users to spot attacks, rather than falling for them. This is commonly done by a combination of “How to spot phishing”
training, followed by periodically sending fake phishing emails to users and testing their ability to report them. A side benefit of
SAT is that if a user spots an actual attack, they can forward it to the Security team or SAT vendor, providing threat intelligence
that can inform security policies and refine training examples.

WHY SECURITY AWARENESS TRAINING CAN’T BE RELIED UPON
SAT is not a reliable security defense against social engineering attacks. While it can reduce the volume of successful attacks, it
falls short in many areas:
Completeness: It only takes a single successful attack to place malware in the network, after which the adversary
can establish their beachhead and proceed to execute their kill chain. It is unrealistic to expect humans to spot
attacks with perfect accuracy.
Dynamics: Attacks are constantly being refined to take advantage of new technology or social factors. For
example, when the pandemic started, hackers took advantage of people’s need for information and launched
attacks claiming to provide such information. The rise of SaaS applications containing sensitive data has led to
credential theft becoming a popular attack vector.
Extended Enterprise: As organizations increasingly rely on outsourcing, they must allow non-employees access
to internal staff and resources. But organizations are rarely able to demand SAT for outsource partners, or restrict
access based on a third-party employee’s ability to spot phishing.
Private Email: Employees typically use a single PC for both work and personal email. Therefore, they can be
phished via their personal email (where they will be less diligent or may even share with a family member), leading
to a compromised endpoint.
Social Networking: Employees often participate in social networking from their work PC. SAT isn’t designed to
understand, recognize and address social networking risks.
The ultimate proof of the limitations of Security Awareness Training can be seen simply by reading the news: Organizations of all sizes
and types continue to be successfully hacked, despite having SAT programs in place.

HP SURE CLICK ENTERPRISE

HP SURE CLICK ENTERPRISE – COMPLEMENTING SAT WITH ATTACK
AGNOSTIC PROTECTION
HP Sure Click Enterprise (SCE) is designed to detect and defeat attacks on PCs, no matter what the user does. The idea is a simple
one: SCE runs each user task (such as going to a website or opening an email attachment) in its own “virtual container”, isolated from
everything else on the PC. These containers, enforced by the PC’s hardware, prevent any malware that may be present from escaping,
so it can’t infect the PC, or anything else on the network. When each task is completed, its container is deleted, permanently removing
the malware. The solution also includes an Identity Protection component, which helps prevent credential theft by blocking phishing
attacks that try to trick users into entering their passwords on fake websites.
HP Sure Click Enterprise also provides threat intelligence to the
Security team as it combats incoming attacks, and even works
on non-HP PCs. Best of all, SCE places no requirements upon
the user:
• They don’t have to do anything different or receive periodic training;
• They are not expected to spot attacks;
• They don’t have to worry about making a mistake, hurting their
productivity or infecting the whole organization.

SUMMARY

HP Sure Click Enterprise isolates malware, defeating Social Engineering attacks.

As a leader in enterprise computing, HP recognizes the need for full-stack security across the entire PC lifecycle: from the hardware
itself up to and including the applications. As remote working, hybrid cloud infrastructure and cloud-based applications have become
the norm, the endpoint is the one remaining place to reliably insert security controls. HP Sure Click Enterprise has been installed on
hundreds of thousands of PCs, and has protected over 8 billion user actions without a successful compromise.
Therefore, security-conscious organizations should consider SCE to complement Security Awareness Training to better defeat attacks
based on social engineering.

1. HP Sure Click Enterprise requires Windows 8 or 10 and Microsoft Internet Explorer, Google Chrome, Chromium or Mozilla Firefox and new Edge are supported.
Supported attachments include Microsoft Office (Word, Excel, PowerPoint) and PDF files, when Microsoft Office or Adobe Acrobat are installed.

Learn more at hp.com/wolfsecurityforbusiness.
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