SOLUTION BRIEF

PC Platform Security
Overview

INTRODUCTION
With the rise of remote working and hybrid computing, the endpoint is the crucial component that must be available and secure. HP
has been at the forefront of PC platform integrity for nearly two decades, and is focused on two goals:
•

Maximizing IT efficiency

•

Maintaining a resilient computing platform

HP offers a broad set of security capabilities that are included on most of its business-class PCs, which we collectively refer to as PC
platform security. The capabilities are built using unique hardware and software, and deliver IT efficiency and high user productivity
as the key business outcomes. This “full-stack” approach ensures that each level of the endpoint stack is underpinned by a trusted,
reliable platform, down to the hardware itself.
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PC PLATFORM SECURITY OVERVIEW

HP ENDPOINT SECURITY CONTROLLER
With almost two decades of security innovation at the hardware-level, HP has systematically added, and advanced security features
enforced in hardware. The HP Endpoint Security Controller (ESC) is the foundation of HP’s hardware-based security and serves as a
built-in hardware-based Root of Trust (RoT). HP’s ESC has been certified by an accredited 3rd party lab to perform as HP has described.

HP SURE START
HP Sure Start establishes resiliency for the HP BIOS, other platform firmware, and BIOS settings. Now in its sixth generation, HP Sure
Start uses the HP ESC to confirm the authenticity and integrity of the firmware before it is even executed. If corrupted firmware is
detected, HP Sure Start will automatically self-heal using a private cryptographically secure copy for the firmware. Further, HP Sure
Start also protects BIOS settings, including critical security features, such as Secure Boot. Only after the validity of the firmware is
established, and healed if necessary, the CPU is released to begin execution of the firmware code. HP Sure Start exceeds the National
Institute of Standards and Technology (NIST) Platform Firmware Resiliency guidelines (Special Publication 800-193) for host processor
HP Sure Click Enterprise isolates malware, defeating
boot firmware and other critical platform device firmware as detailed in Appendix C of the HP
Sure Start
Gen6 whitepaper.
Social Engineering attacks.

HP SURE RECOVER
We’ve seen the rise of destructive malware over time and this continues to be a significant threat to an organization’s PC endpoints.
HP also leverages the capabilities of the HP ESC to deliver the ability to recover the software image on the PC’s primary storage drive.
Limiting end-user disruption, HP Sure Recover can detect an unbootable PC and recover the OS, drivers, and even applications in as
little as 5 minutes.8 Once the PC boots, user data can then be restored from a cloud solution, such as Microsoft OneDrive.
HP Sure Recover has an optional configuration called HP Sure Recover with Embedded Reimaging, which has cryptographically secure
memory tied to the HP ESC, which enables the shortest recovery time. Other configurations can use a network solution to recover
from a cloud-hosted image. A scheduled recovery mode can be beneficial to PCs in a public setting, such as a front office, where
there is greater risk of compromise by malicious actors. The recovery can be scheduled during a quiet time, such as early morning,
so that when the users start their day – they have a refreshed PC. This limits the time potentially undetected malware can reside on
the storage drive. It’s only as long as the time since the last recovery. More information can be found here in the HP Sure Recover
whitepaper.

HP SURE ADMIN
Securing BIOS settings are a critical element of a PC’s security posture. Often, organizations use the same password to protect the
BIOS settings in a PC or fail to use good password hygiene. This carries the well-known risks of passwords which can be shared,
stolen, or guessed. Disabling SecureBoot allows the PC to boot from an insecure OS on a USB drive. Clearing TPM presents another
attack vector. HP Sure Admin uses a certificate-based, public-key cryptography to deliver a passwordless access method to BIOS
settings. Both local access and remote management is supported, with local access enabled conveniently through a smartphone
application. The HP Sure Admin user guide has more details.

HP SURE VIEW
Mobile employees and open office spaces present a security risk around visual hacking. HP Sure View mitigates this by creating an
obscured view of the display, when viewed at an angle. The user in front of the display is still able to clearly see the contents. HP Sure
View is enabled and disabled at the press of a button, making it a quick, effective solution to keep confidential data safe from prying
eyes. Learn more about HP Sure View Reflect, the latest generation.
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HP TAMPERLOCK
To protect the physical integrity of the PC, HP TamperLock can be configured to take action when the ESC detects the cover has been
removed. Configuration options include clearing the TPM (effectively removing the Bitlocker keys), alerting IT, and disabling boot to
only allow admin credentials, which is useful for the security team to conduct forensics on the device.

CONCLUSION
Contrary to expectations, the rise of cloud computing has not resulted in a decrease in importance of the endpoint PC. Instead, the
move towards more flexible working makes the PC the critical IT platform for end user enablement and productivity. By adopting more
efficient system management and full-stack risk controls, enterprises can achieve their business outcomes while me eting their risk
management and IT efficiency objectives.

HP SURE CLICK ENTERPRISE
HP also offers an enterprise grade security solution to protect common against common attack vectors via malicious email or web
download attachments, phishing links, and malicious websites. HP Sure Click Enterprise uses CPU hardware-enforced virtual containers
to safely open these documents or web sites. If malware is encountered it is confined to this virtual container and prevented from
accessing user data, the PC’s hardware, or spreading to other machines on the network. HP Sure Click Enterprise presents the users with
a low-friction experience, which minimizes interruptions to their workflow. Further, by confining malware to this virtual container, HP Sure
Click Enterprise can provide your Security Operations Center or IT department with rich threat intelligence, through deep introspection of
the malware while it executes harmlessly.

DISCLAIMERS
Wolf Security for Business requires Windows 10 Pro and higher, includes various HP security features and is available on HP Pro, Elite, Workstation, and RPOS products. See product
details for included security features.
2
HP Sure View integrated privacy screen is an optional feature that must be configured at purchase and is designed to function in landscape orientation.
3
HP Sure Click Enterprise requires Windows 8 or 10 Pro or 11 Pro and Microsoft Internet Explorer, Google Chrome, Chromium or Mozilla Firefox and new Edge are supported.
Supported attachments include Microsoft Office (Word, Excel, PowerPoint) and PDF files, when Microsoft Office or Adobe Acrobat are installed.
4
HP Sure Start is available on select HP PCs and requires Windows 10 Pro or 11 Pro.
5
HP Sure Recover with Embedded Reimaging is an optional feature which requires Windows 10 Pro and higher must be configured at purchase. You must back up important files, data,
photos, videos, etc. before use to avoid loss of data. Network based recovery using Wi-Fi is only available on PCs with Intel Wi-Fi Module.
6
HP Sure Admin requires Windows 10 Pro, HP BIOS, HP Manageability Integration Kit from http://www.hp.com/go/clientmanagement and HP Sure Admin Local Access Authenticator
smartphone app from the Android or Apple store.
7
HP TamperLock must be enabled by the customer or your administrator.
8
Recover your OS in as little as 5 minutes: Using HP Sure Recover with Embedded Reimaging. Reimaging time estimate based on HP Internal testing of an HP EliteBook with select
processor and NVME SSD drive, using preinstalled image and drivers (5.9 GB total size). Timing for custom images may vary.
1

Learn more at hp.com/wolfsecurityforbusiness.
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